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Digital Evidence and Computer Crime, Third Edition, provides the knowledge necessary to
uncover and use digital evidence effectively in any kind of investigation.It offers a thorough
explanation of how computer networks function, how they can be involved in crimes, and how
they can be used as a source of evidence. In particular, it addresses the abuse of computer
networks as well as privacy and security issues on computer networks.This updated edition is
organized into five parts. Part 1 is about digital forensics and covers topics ranging from the use
of digital evidence in the courtroom to cybercrime law. Part 2 explores topics such as how digital
investigations are conducted, handling a digital crime scene, and investigative reconstruction
with digital evidence. Part 3 deals with apprehending offenders, whereas Part 4 focuses on the
use of computers in digital investigation. The book concludes with Part 5, which includes the
application of forensic science to networks.New to this edition are updated information on
dedicated to networked Windows, Unix, and Macintosh computers, as well as Personal Digital
Assistants; coverage of developments in related technology and tools; updated language for
search warrant and coverage of legal developments in the US impacting computer forensics;
and discussion of legislation from other countries to provide international scope. There are
detailed case examples that demonstrate key concepts and give students a practical/applied
understanding of the topics, along with ancillary materials that include an Instructor's Manual
and PowerPoint slides.This book will prove valuable to computer forensic students and
professionals, lawyers, law enforcement, and government agencies (IRS, FBI, CIA, CCIPS, etc.).

Practitioner's Tips from Digital Evidence and Computer Crime's Chapter on Digital Evidence in
the CourtroomIn practice, many searches are conducted with consent. One of the biggest
problems with consensual searches is that digital investigators must cease the search when the
owner withdraws consent. However, digital investigators may be able to use the evidence
gathered from a consensual search to establish probable cause and obtain a search
warrant.Once a search warrant is obtained, there is generally a limited amount of time to execute
the search. Therefore, it is prudent to obtain a search warrant only after sufficient preparations
have been made to perform the search in the allotted time period. Any evidence obtained under
an expired search warrant may not be admissible.Many digital investigators use the terminology
“is consistent with” inappropriately to mean that an item of digital evidence might have been due
to a certain action or event. For many people, to say that something is consistent with something
else means that the two things are identical, without any differences. To avoid confusion, digital
investigators are encouraged only to state that something is consistent with something else if
the two things are the same and to otherwise use the terminology “is compatible with.”Given the
complexity of modern computer systems, it is not unusual for digital investigators to encounter



unexpected and undocumented behaviors during a forensic analysis of digital evidence. Such
behaviors can cause unwary digital investigators to reach incorrect conclusions that can have a
significant impact on a case, sometimes leading to false accusations. Thorough testing with as
similar an environment to the original as possible can help avoid such mistakes and resolve
differences in interpretation of digital evidence. Provided digital investigators can replicate the
actions that led to the digital evidence in question, they can generally agree on what the
evidence means. When it is not possible to replicate the exact environment or digital evidence
under examination, digital investigators may need to rely on their understanding of the systems
involved, which is where differences of opinion can arise.Careful use of language is needed to
present digital evidence and associated conclusions as precisely as possible. Imprecise use of
language in an expert report can give decision makers the wrong impression or create
confusion. Therefore, digital investigators should carefully consider the level of certainty in their
conclusions and should qualify their findings and conclusions appropriately.Read a on genesis
and migration from Digital Evidence and Computer CrimeReview"Throughout the book there are
a number of good case studies used to illustrate points which enlivens the text. There are also
details of legal cases from various legislative areas and examples of relevant situations that
demonstrate the points being made. There are also a number of references to other literature
and links to website URLs and tools available to assist the practitioner."--Best Digital Forensics
Book in InfoSecReviews Book Awards"Just finished ‘Digital Evidence and Computer Crime:
Forensic Science, Computers and the Internet’ by Eoghan Casey and featuring other
contributing authors, and it’s quite good. I bought this book because I wanted an all-
encompassing book that provided insight on the various aspects of an investigation, especially
the legal portion. And in this aspect the book does an excellent job, and is in-depth in area’s I
have yet to see in other books. The book is divided into five portions digital forensics, digital
investigations, apprehending offenders, computers and network forensics. For me the book was
worth it for the first three portions; however, the computers and network portions, while a good
start, there are more in-depth books that provide better insight… Overall, the book was
enjoyable from start to finish and I would recommend it to anyone looking for a great overview of
digital forensic investigation process from start to finish. I am happy to add this book to my
growing reference library."--Student of Security"This hefty book on forensic evidence obtained
from computers dispels the myths propagated by popular television series. It states from the
premise that very few people are well versed in the technical, evidential, and legal issues
concerning digital evidence. Oftentimes, the useful evidence that may be found in various digital
media is overlooked, collected incorrectly, or analyzed ineffectively. It is the goal of the team of
contributors to equip readers with the necessary knowledge and skills to be able to make use of
digital evidence correctly and effectively…. It is quite obvious that the various authors draw from
several fields, such as forensic science, computer science, political science, criminal justice, the
law, and behavioral analysis; as such, it is multi- and interdisciplinary. More specifically, the
authors tackle the specific crimes of cyber bullying, cyber stalking, identity theft, online sex



offenders, fraudsters, and cyber threats. There is extensive use of boxed stories, legal cases,
practitioner’s tips, tables, the discussion of legislation, flow charts, treaties and journals, as well
as figures, diagrams, pictures, and computer screen shots. The book is comparative in nature: it
covers not only cyber law in the US, but also case law in the UK, Ireland, and the Netherlands.
Given the ubiquity of the computer and the crimes that it can generate, learning about how other
nations handle these issues helps in the formation of our own methods for dealing with crimes
domestically, as well as those that cross national boundaries."--ACM’s Computing
Reviews.com"A better title for Digital Evidence and Computer Crime might be the
Comprehensive Guide to Everything You Need to Know About Digital Forensics. One is hard
pressed to find another book overflowing with so many valuable details and real-world
examples."--Ben Rothke on Slashdot.org (Sept 2011)"The third edition of this comprehensive
textbook on forensic science and the Internet is thoroughly updated to reflect the great leaps
forward in technology in the six years since the previous printing. The work is divided into five
sections covering digital forensics, digital investigations, apprehending offenders, computers
and network forensics, and chapters provide practical instruction, case studies and discussions
of the theoretical basis for all aspects of digital investigation and the use of computer evidence in
forensics and law enforcement. The volume is intended for police, lawyers and forensic analysts
and provides a comprehensive look at contemporary methodologies computer crime and crime
prevention. Contributors include legal academics as well as computer, networking and forensics
professional from around the world."--Book News, Reference & Research"A better title for Digital
Evidence and Computer Crime might be the Comprehensive Guide to Everything You Need to
Know About Digital Forensics. One is hard pressed to find another book overflowing with so
many valuable details and real-world examples. The book is also relevant for those who are new
to the field, as it provides a significant amount of introductory material that delivers a broad
overview to the core areas of digital forensics. The book progresses to more advanced and
cutting-edge topics, including sections on various operating systems, from Windows and Unix to
Macintosh. This is the third edition of the book and completely updated and reedited. When it
comes to digital forensics, this is the reference guide that all books on the topic will be measured
against. With a list price of $70.00, this book is an incredible bargain given the depth and
breadth of topics discussed, with each chapter written by an expert in the field. For those truly
serious about digital forensics, Digital Evidence and Computer Crime is an equally serious
book."--Slashdot.comReviewSimply the best computer forensic book availableFrom the Back
CoverDigital Evidence and Computer Crime: Forensic Science, Computers and the Internet,
Third Editionby Eoghan Casey cmdLabs, Baltimore, Maryland, USATechnical Editor Brent E.
Turvey, Forensic Solutions LLC, Sitka, Alaska, USAContributors: Susan W. Brenner (University
of Dayton School of Law), Bert-Jaap Koops (Tilburg University, Netherlands), Tessa Robinson
(Law Library, Dublin, Ireland), Bradley Schatz (Schatz Forensic Pty. Ltd., Queensland), Terrance
Maguire (cmdLabs), Monique M. Ferraro (Technology Forensics, LLC, Connecticut), Michael
McGrath, Christopher Daywalt (cmdLabs)Digital evidence - evidence that is stored on or



transmitted by computers - can play a major role in any investigation, including homicide, child
exploitation, computer intrusions and corporate malfeasance. The scope of computer crime has
expanded further with the proliferation of networks, embedded systems, mobile devices and
industrial control systems. Digital evidence from these systems can help establish when events
occurred, where victims and suspects were, with whom they communicated, and may even
show their intent to commit a crime.Despite the ubiquity of computer-facilitated crime, few
people are well-versed in the technical, investigative and legal issues related to digital evidence.
As a result, digital evidence is often overlooked, collected incorrectly or analyzed
ineffectively.Digital Evidence and Computer Crime, Third Edition is completely updated,
providing the knowledge necessary to uncover and use digital evidence effectively in any kind of
investigation. The first and second editions introduced thousands of practitioners to this field,
and this third edition expands on the material presented in previous editions to help digital
forensic practitioners further develop their skills. The textbook teaches digital investigation and
forensic methodologies, how computers and networks function, how they can be involved in
crimes, and how they can be used as a source of evidence. This book is suitable for incident
responders, forensic analysts, police and lawyers. Case examples and practitioner's tips are
provided throughout each chapter to emphasize important concepts.New chapters include
coverage of:• Handling digital crime scenes • Investigating violent crimes • Applying the
scientific method to digital investigations • Legal issues from both the U.S. and European
perspectivesAbout the AuthorEoghan Casey is an internationally recognized expert in data
breach investigations and information security forensics. He is founding partner of
CASEITE.com, and co-manages the Risk Prevention and Response business unit at DFLabs.
Over the past decade, he has consulted with many attorneys, agencies, and police departments
in the United States, South America, and Europe on a wide range of digital investigations,
including fraud, violent crimes, identity theft, and on-line criminal activity. Eoghan has helped
organizations investigate and manage security breaches, including network intrusions with
international scope. He has delivered expert testimony in civil and criminal cases, and has
submitted expert reports and prepared trial exhibits for computer forensic and cyber-crime
cases.In addition to his casework and writing the foundational book Digital Evidence and
Computer Crime, Eoghan has worked as R&D Team Lead in the Defense Cyber Crime Institute
(DCCI) at the Department of Defense Cyber Crime Center (DC3) helping enhance their
operational capabilities and develop new techniques and tools. He also teaches graduate
students at Johns Hopkins University Information Security Institute and created the Mobile
Device Forensics course taught worldwide through the SANS Institute. He has delivered
keynotes and taught workshops around the globe on various topics related to data breach
investigation, digital forensics and cyber security.Eoghan has performed thousands of forensic
acquisitions and examinations, including Windows and UNIX systems, Enterprise servers, smart
phones, cell phones, network logs, backup tapes, and database systems. He also has
information security experience, as an Information Security Officer at Yale University and in



subsequent consulting work. He has performed vulnerability assessments, deployed and
maintained intrusion detection systems, firewalls and public key infrastructures, and developed
policies, procedures, and educational programs for a variety of organizations. Eoghan has
authored advanced technical books in his areas of expertise that are used by practitioners and
universities around the world, and he is Editor-in-Chief of Elsevier's International Journal of
Digital Investigation.Read more
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R. Eye, “Chock full of information regarding the ins and outs of best practices in the digital
forensics field. Required for a graduate level digital forensics course. I had taken another one
before in the Information Assurance major and that class used the Bill Nelson textbook. While
Nelson's book delivered more lab exercises for actually harvesting digital data, Casey's book
focuses more on the elements inherent in the field of digital forensics.Chain of custody and legal
procedure are critical to success if digital "evidence" is to be accepted in court. The TV shows
where the detective looks at a suspect's cell phone and finds a clue immediately is not proper
procedure. Accessing a suspect's computer as shown on TV also does not happen since a bit
by bit forensic copy must be made first and all operations occur using the copy thereby
preserving the original.There have been strides made in laws regarding digital evidence,
however, judges deciding cases involving digital evidence also need to be equipped to
comprehend the significance of data on digital devices and how it all works. One flaming
example of a judge out of her depth is Judge Lucy Koh during the Samsung tablet v. Apple iPad
case. While holding up the two tablets, Koh asked Samsung attorneys to identify which table
was Samsung. The patent infringement lawsuit had little to do with the exterior hard case of the
tablets and everything to do with its operating system and how data was processed. Casey
makes it clear that digital forensics is more about the appropriate processing & handling of
digital device evidence, according to venue, and less about whether there is a treasure trove of
data clues staring police detectives/federal agents in the face like tempting fruit on a forbidden
tree. He also presents the tricky navigating that needs to occur since laws regarding digital
device evidence processing & use in court vary widely across the globe.I like Casey's use of
language. I like that he seldom uses "for example" and substitutes "for instance." I like the in-
depth and meticulous material. It is the hallmark of a person who knows so much and wants to
impart as much of it as possible. Thank you Eoghan Casey for sharing your wealth of knowledge
with the community of potential digital forensic investigators.”

Fred Wilson, “Cybersecurity. I've fiinished developing a graduate course in cybersecurity and the
constitution. Many books exist on the purely technical side of cybersecurity but there are not
many suited to students who are not computer scientists specializing in security, and which
address protecting the rights of enforcers (to prevent intrusions and to carry out forensic analysis
of intrusions when they occur) as well as perpetrators of cybercrimes. Casey's book is the best
book I could find. It takes a novice through the maze of details for cybersystems in a clear
apprehendable way. The legal side of the book is superior, giving a sound basis for all legal
aspects without burying the student in too many case presentations.I will be using this text for
my graduate course. My only complaint is that the instructor's manual is poorly put together. The
chapter overviews are often terse to the point of being nothing more than paragraph
introductions. The essay questions and projects in the instructor's manual are, I think, quite



good.”

William A Schell, “Excellent information but you NEED A LONG HISTORY in the industry to
understand it... this is NOT for the 'faint-of-heart'... - I spent 15 years as a Unix, PC, Macintosh
and IBM-Mainframe systems administrator, and I can just barely 'keep-up'. There is a LOT here
for all those systems, but it seems to 'focus' a lot on Windows (and it's variants). This IS a
TECHNICAL BOOK and it is BIG and DETAILED, but then the industry (Digital Evidence /
Forensics) is VERY TECHNICAL and VERY LEGAL... There is a LOT of 'gotchas' or 'watch-out-
for-this' to be learned.  HOWEVER, this book can teach you a LOT!”

D. Engel, “Not a technical book.... This book really is focused on legal aspects of computer crime
and does not give a lot of detail about how to actually do any type of digital forensics. Great book
for understanding some of the history and regulations on computer crime and would
recommend for that reason. But if you want to know how to perform any type of digital forensics,
get another book.”

mcorey, “Comprehensive, Well-written, Drives the Scientific Methodology Home. Great for an
introduction to digital forensics. Use cases provided throughout help apply the concepts taught.
Large amount of book spent on the legal aspects of forensics and applying the scientific
methodology to the digital investigative process.”

Corey M, “Required text for computer forensics class. Required reading for one of my course's in
computer forensics.  Liked the price over what was being charged int he local bookstore.”

Raymondo, “Digital Evidence - Computer Crime. This is a very good book, which is well written
and provides a comprehensive guide for understanding the recovery of digital evidence in
computer crime. Casey is well respected in the industry and this is apparent from the
contributions from other respected colleagues in this book. The chapters are well structured and
good references are made to real world scenarios throughout, which demonstrates how the
theory is applied. Would highly recommend this for anyone interested in the subject matter.”

Olufemi  Adegbite, “Five Stars. Excellent”

The book by Eoghan Casey has a rating of  5 out of 4.4. 96 people have provided feedback.
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